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[57] ABSTRACT 

A plurality of disparate communication network sys- 
tems communicate with each other through the use of 
different physical media protocols. Each of the systems 
has at least one input and one output. A message routing 
system couples a transmitter at any one system input to 
a receiver at any other system output using a message 
format that is structure independent of the location of 
the receiver in the system. Each receiver/transmitter 
device coupled to any one system input has a unique, 
fixed and unchangeable identification code regardless of 
the communication network.system to which it is con- 
nected. To couple a message from any one receiver/- 
transmitter device to a second receiver/transmitter 
device at an unknown location within the communica- 
tion network system, a message format is transmitted 
from the sending location containing the fixed, unique 
identification code of the receiving station. A routing 
system having a plurality of intermediate routing de- 
vices receives the message format and couples it to the 
receiving station at the unknown location using only the 
fixed, unique identification codes of the transmitting 
and receiving stations and the addresses of the interme- 
diate routing devices for determining routing. 
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MESSAGE ROUTING SYSTEM FOR SHARED 
COMMUNICATION MEDIA NETWORKS 

FIELD OF THE INVENTION 5 

The present invention relates to data communication 
between independent communication networks in gen- 
eral and in particular to message routing systems for 
communication between entities in point-to-point and 
shared media networks utilizing a message format sys- 10 
tern that is independent of location address structure. 

BACKGROUND OF THE INVENTION 

Data communication between computers has become 
a standard part of worldwide networks in many areas of 15 
endeavors. These individual networks gather data about 
diverse subjects and exchange information of common 
interest among various media groups. Most of these 
networks are independent communication entities that 
are "established to serve the needs of a particular group. 20 
Some use high speed connections while others use slow 
speed networks. Some use one type of protocol while 
others use a different type of protocol. Other well- 
known differences between networks also exist. There 
has been considerable effort expended in an attempt to 25 
make it possible to interconnect disparate physical net- 
works and make them function as a coordinated unit. 

Whether they provide connections between one com- 
puter and another or between terminals and computers, 
communication networks are divided basically into 30 
circuit-switched or packet-switched types. Circuit- 
switched networks operate by forming a dedicated 
connection between two points. Such a dedicated cir- 
cuit could be represented by a telephone connected 
through a circuit from the originating phone to a local 35 
switching office, across trunk lines to a remote switch- 
ing office and finally to the destination telephone. When 
that circuit is complete, no other communications can 
travel over the wires that form the circuit. The advan- 
tage of such circuit lies in the fact that once it is estab- 40 
lished, no other network activity will decrease the ca- 
pacity of the circuit. The disadvantage is that concur- 
rent communication cannot take place on the line or 
circuit. 

Packet-switched networks take an entirely different 45 
approach. In such system, traffic on the network is 
divided into small segments of information called pack- 
ets that are multiplexed on high capacity intermachine 
connections. Each packet carries identification that 
enables other units on the network to know whether 50 
they are to receive the data or are to transmit it to an- 
other destination. The chief advantage of packet- 
switching is that multiple communications among infor- 
mation sources such as computers can proceed concur- 
rently with connections between machines being shared 55 
by all machines that are communicating. The disadvan- 
tage is that as activity increases, a given pair of commu- 
nicating devices can use less of the network capacity. 

A new technology has been developed that is called 
Internet and it accommodates information or communi- 60 
cation networks having multiple, diverse underlying 
hardware technologies, or physical media protocols, by 
adding both physical connections and a new set of con* 
ventions. One of the problems with the use of Internet is 
that addresses refer to connections and not to the device 65 
itself that is sending the information. Thus, if a commu- 
nication source, such as an aircraft for example, moves 
from one communication network to another, its Inter- 
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net address must change. Specifically, if an aircraft is 
transmitting a particular location address code in one 
communication network in the Internet system and it 
moves to another, its Internet address must change. It is 
similar to a traveler who has a personal computer oper- 
ating with a first communication network. If the com- 
puter is taken on a trip and connected into the informa- 
tion system after reaching the new destination, a new 
location address for the computer must be obtained for 
the new destination. It is also similar to moving a tele- 
phone from one location to another. A new telephone 
number must be assigned to the telephone at the new 
location. The telephone cannot be reached at the new 
location with the old number. Further, when routing a 
signal from one station to another through a plurality of 
nodes forming multipath connections, the message for- 
mat contains a destination location address that is used 
to make the routing decisions. When the system has 
multiple addresses, the route taken by the packets trav- 
eling to a particular station address depends upon the 
location code embedded in the station address. 

Thus, two problems occur in such message communi- 
cation networks. The first is the requirement to change 
the address code of the communication source when it 
is at different locations in the network and the second is 
routing the message to the receiver if the address has 
changed. It can be seen, then, that with the presently 
existing system, if host A transmits a message to host B 
with a specific location code, by the time the message 
arrives at that location, host B may have moved to a 
new information processing network and changed its 
location code to conform to the new system and thus 
could not receive the message transmitted by host A. 
Host A must know that host B has entered the new 
information- processing system and then must change 
the format of the new location address in order to 
contact host B. 

• The present system overcomes the disadvantages of 
the prior art by simply assigning a fixed, unique and 
unchanging identification code to both host A and host 
B. As host B enters into a new network access system, 
it transmits its identification code to the nearest node 
and all of the nodes interconnecting all of the disparate 
networks each store, with the unique identification code 
of host B, the address of those nodes which can commu- 
nicate with host B so that a path can be completed 
through the nodes between host A and host B. 

In the prior art, hierarchical logical routing is used to 
address highly mobile end-systems (computers on ships 
and aircraft, etc.) that are simultaneously connected to 
multiple communication paths and employ multicast 
message traffic. Heirarchical routing schemes have 
great difficulty solving this combined set of problems 
and a new approach must be used to overcome the 
difficulties in using hierarchical routing to meet the 
user's diverse requirements. 

Further, in the prior art, a logical network address of 
larger than 32 bits was too large to be used as a direc- 
tory access method to locate a receiver at a location 
address specified ,in the message format. Specialized 
hierarchical address structures which embed network 
location information have been employed to reduce the 
size of the access index to the routing table and also to 
reduce the size of the routing table. This approach cou- 
ples the address structure to the Internet routing soft- 
ware design. 
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There are various "hidden assumptions" of hierarchi- 
cal addressing. These "hidden assumptions'* are (1) the 
processing load of the router CPU increases as the size 
of the routing table increases and (2) computer memory 
is a scarce and expensive resource. The present inven- 5 
tion overcomes the first of these problems while com- 
puter memory technology has addressed the second 
problem by making very large memories cost effective. 

Traditional approaches for designing a network ad- 
dress structure have either been intimately entwined in 10 
the design of efficient routing look-up tables or assigned 
by a central authority such as ARPANET. Neither of 
these approaches gives much if any thought to the 
needs, desires or ease of use of the group which must 
make operational use of the system. In an age of fourth 15 
generation database languages and high level compilers, 
network addresses are basically hand-coded in low level 
language. Addresses and address structures are difficult 
to change as a mobile end-unit moves from one commu- 
nication network to another. Experts are often required 20 
to ensure that operational equipment is properly inte- 
grated into the system. ISO (International Standards 
Organization) addressing provides a basis for a much 
better approach but the overall design and administra- 
tion of a network addressing structure must be elevated 25 
to an easily supported, user friendly, distributed archi- 
tecture to effectively support the user's long-term 
needs. 

Traditional directory access methods, whether for 
Internet routing, databases or compiler symbol tables, 30 
fall into three basic categories: 

(1) Sorted Tables. The keys are sorted by some rule 
which allows a particular search strategy (e.g., 
binary search) to locate the key. Associated with 
the key location is a pointer to the data. 35 

(2) Tree Structures. Parts of the key field are used to 
traverse a tree data structure to a leaf node which 
holds the data or a pointer to the data. 

(3) Hashing. Some arithmetic function is applied to 
the key which compresses the key field into a 40 
chosen integer range which is the initial directory 
size. This integer is the index into the directory 
which usually contains a pointer to the data. 

Each of these techniques has advantages and disad- 
vantages when applied to the Internet routing table 45 
access design. Sorted tables provide the potentially 
most compact storage utilization at the cost of having 
access computations which grow with the number of 
. addresses (keys) active in the system. Computations for 
sorted tables grow proportional to the log of the num- 50 
ber of keys plus one. Using sorted tables, the router 
processing will slow down as the number of active 
addresses increases. But the desirable result is to make 
computation independent of the number of active ad- 
v ■ dresses. It has been theorized, without providing a 55 
method, that a scheme to access sorted tables could 
exist which always allows access in two probes. To 
date, no methods have been proposed which ap- 
proaches this theoretical result. 

Tree data structures have been widely employed for 60 
directories, particularly for file systems, such as the 
.UNIX file system where larger amounts of auxiliary 
disc storage is being managed. Trees offer access times 
that are proportional to the length of the address (key). 
Trees trade off memory space for processing load. 65 
More branches at each level decreases the processing 
but uses much more memory. For example, a binary 
tree uses two locations at each level for each bit in the 
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address field for which there is an active address. The 
binary tree processing of an eight bit octet requires 
eight memory accesses as well as unpacking the bits 
from the octet. On the other hand, processing a 256 way 
tree takes one memory access using the address octet as 
an index at each level. A 256 way tree requires 256 
locations at the next level for every different octet ac- 
tive (a valid value) at the current level. An address of 
six octets with ten valid octet values in each octet posi- 
tion would require 256 XlO 6 (256 million) locations, 
rapidly reaching an unrealizable size on current com- 
puter equipment With current realizable computer 
memory sizes, pure tree structures do not appear to 
offer a viable structure for real time, address indepen- 
dent directory access method. 

Hashing has often been used over the last several 
decades to create directories where fast access is de- 
sired. One system uses a multi-level hashing scheme as 
the file system directory structure. The Total database 
system is based on hashed key access. Many language 
compilers use hash tables to store symbols. Hash table 
schemes have good average access costs — often a single 
access, but can degrade drastically when the table be- 
comes too full or the hashing function does not perform 
a good job of evenly distributing the keys across the 
table. Some techniques called "linear hashing" and "dy- 
namic hashing" have provided the method of expanding 
the hash table when a particular bucket becomes too full 
instead of using the traditional linked list overflow 
methods. These techniques generally require about 40% 
more space than the number of active addresses (keys) 
to achieve single access speed without employing over- 
flow methods. 

All general hashing techniques use a variation of 
several common randomizing functions (such as divid- 
ing the key by a prime number and using the remainder) 
to "compress" the key field into a much smaller integer 
index into the hash table. Hashing functions have tradi- 
tionally been viewed as one-way, randomized mapping 
of the key set into the hash space. The index computed 
by the hashing function could not be used to reconstruct 
the key. If for a particular hash function there exists a 
reciprocal function which maps the index to the unique 
key which generated the index, then the compressed 
keys could be stored in the directory. 

The present invention overcomes the disadvantages 
of the prior an by considering a flat, as opposed to 
hierarchical, logical routing address space with unique 
identifiers assigned to each transmitter and receiver to 
vastly simplify the modem communication problems of 
addressing highly mobile end-systems which are simul- 
taneously connected to multiple communication paths 
and employ multicast message traffic. 

Further, the present invention employs a reversible 
arithmetic code compression technique to reduce the 
logical network address of up to 128 bits to a unique 
integer value which preserves any hierarchical ordering 
of the network address. 

Also, the present invention employs dynamic hashing 
and memory allocation techniques to automatically 
adjust the size of the routing table directory and routing 
records to accommodate the number of end-system 
addresses currently active in the communication sys- 
tem. These techniques provide a selection of ap- 
proaches to allow graceful degradation of the routing 
efficiency when the memory available for routing tables 
is full. 
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Finally, the system improves over the prior art by ■ They allow for orderly expansion, restructuring and 

using a message format that is structure independent of redesign of the user name space without changing the 

the location of the destination of the message receiver. Internet code or table structure. 

Arithmetic coding, when applied to addresses as They reduce initial system procurement and logistic 

known length keys, provides several advantages for 5 support costs because no special coding is needed for 

table look-up when the addresses are known or can be different networks. 

learned in advance as they are in communications appli- They reduce life cycle system costs because the Inter- 
cations. The proposed arithmetic coding routing table net routers automatically adapt to network changes and 
design provides 'direct support for mobile, multi-homed, **y can be expanded without routing table modifica- 
shared network end-systems employing multicast and 10 tlon * 

unicast messaging while minimizing the effects of the ***** P resent invention combines arithmetic coding 

"hidden assumptions" that have lead* to reducing the ^amic hashing to provide a very high speed 

routing table size by embracing hierarchical routing m J e J thod and for detecting the 48 bit physical 

schemes addresses in a Media Access Controller (MAC). The 

First, the identification encoding parameter tables are 15 P^ 56 " 1 system guarantees the acceptance or rejection 

easily constructed by counting the occurrence of a par- ° f a ™ 1S always performs address 

ticular symbol value and the accumulative distribution de ' ec " ^FT" ^J^^^^ ttme f * e 

over all octet occurrences. That is, the tables are scaled fiel * P f SmaI1 number <? f octet c cI ° C ^ 

. kU 4 ^ 4 - , r i_ ^ ^ i mfi. depending On the logic implementation chosen. Specifi- 

to the s*^ 20 cally, the present system provides the following fea- 

a bucket overflows, dynamic hashing approaches can tUfeS; (1) variab , e , h ad S resses ^ nQ known *j nter _ 
be used to expand the directory or parameter tables. nal structurc and processed with a number of mc 

Secondly, arithmetic coding can be constructed to accesses and a processing time proportional to the num- 
operate on each symbol position in the address field as bcr of octets in thc address fldd; (2) the size of the 
it arrives, allowing processing to begin as soon as the 25 routing tables is directly p rop ortional to the number of 
first address symbol arrives. active addre$ses known to the router and within the 

Thirdly, arithmetic coding preserves the hierarchical practical limits of currently available microprocessing 
(left to right precedence) of the ISO addresses being systems; (3) and the computational operations required 
encoded. This is desirable if an Internet router only has to access the routing table for any address is linearly 
knowledge of the network address but the Internet 30 proportional to the length of the address field and these 
header carries the full destination address of a succeed- computations are reasonably performed by currently 
ing system node. available microprocessor systems. 

Finally, a constant known set of computations is re- 
quired for each symboPof the address field independent SUMMARY OF THE INVENTION 
of the number of address symbols or the number of 35 Thus the present invention relates to a system ifor 
active Internet addresses. routing a message between a source and a destination 

These features make the arithmetic coding used and which utilizes a message format that is structure- 
herein an ideal candidate for the routing table directory independent of the location of the message destination, 
structure that is independent of a location address in a said system comprising at least a first signal transceiver 
router, gate way or end-system. 40 device having only a first fixed unique identification 

The present invention provides a very fast, automati- code wherever the transceiver device may be located; 
cally expandable, source filtered Internet routing at least a second signal transceiver device for communi- 
schemc totally independent of the internal logical or catin 8 with the fast transceiver device and having only 
physical structure of the network addresses in the mes- a second fixed unique identification code wherever the 
sage format that it is routing. Addresses are just unique 45 second transceiver device may be located; and routing 
identification numbers represented by a string of sym- nodes for coupling a transmitted signal from the first 
bols of known length. Each Internet router learns the transceiver device to the second transceiver device at 
location of these numbers within the network from thc M unkn ° w n Phy™d location within the system using a 
Internet protocol traffic, from the source addresses of M routm | messa ? e containing only the first and 

the packets it receives, and from a network management 50 s ' c ° nd « vcr fixed unK * ue identification codes and 
protocol addresses of the routing nodes with a message format 

Address independent routing tables provides the fol- JJ* » structure-independent of any transceiver location 
lowing direct benefits: - ' 

They provide a very fast rooting table access scheme SJ BRIEF DESCRIPTION OF THE DRAWINGS 
that is capable of supporting fast 1^ switch designs ^ t invention ^ ^ more m understood 
for very h Ig h speed media s U ch as FDDI (i.e., routers in connection wilh the accompanying y dmvings in 
which begin the outbound transmission of the packet as which- 

soon as possible after receiving the Internet header and FIG. 1 is a general diagrammatic representation of an 
before the whole packet has been received). 60 Internet communication system that, as used in the prior 

They allow source address filtering for efficient mul- ^ ^ information handling nodes and network ad- 
ticast operation and security partitioning of the net- dresses for each host that must be changed as the host 
worlt - moves from one communication network to another 

They allow independent automatic generation of thereby requiring a complex and cumbersome system to 
network addresses from a user name space by a network 65 enable data communication from a message transmitting 
name service. This facilitates using the same Internet host to a system receiving host; when modified by the 
software in disconnected networks with different ad- present invention, the system of FIG. 1 enables a mes- 
dressing authorities and different address structures. sage routing system using a message format having an 
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internal logical or physical structure that is totally inde- 
pendent of the message receiving host location address; 

FIG. 2 is a schematic representation of the circuitry 
in an individual system node using parallel processing to 
detect the address of the next node or nodes in the 5 
system that are to receive a packet of information; 

FIG. 3 is a schematic representation of an alternate 
circuit using serial processing at any particular node in 
* the system to determine the address of any other node 
or nodes that are to receive the data packet; and 10 

FIG. 4 is a diagrammatic representation of the cir- 
cuitry for enabling the message format used by the 
routing system to be totally independent of the internal 
logical or physical structure of the address of the re- 
ceiving host to whom the message format is being 15. 
routed and further illustrates the manner in which a 
destination address or source address can be com- 
pressed to provide a usable index for accessing the ad- 
dress directory. 

DETAILED DESCRIPTION OF THE 20 
DRAWINGS 

There are many communication networks existing 
today which are independent entities with respect to 
each other such as shown in FIG. 1. Each system 1-5 25 
uses a particular hardware technology appropriate for 
its own communication problems; some use high speed 
networks; others use slower speed networks to inter- 
connect machines. There are long haul networks and 
local area networks (LANS). There are shared media 30 
networks such as ETHERNET, TOKEN RING, 
TOKEN BUS, FDDI and the like, each of which has a 
different physical media protocol. Each of these net- 
work information systems may have its own protocol 
for handling information within the system. 35 

When electrical wires or cables are used to- couple 
shared media networks, the size of the net is limited by 
signal attenuation to a few hundred meters; thus, the 
name Local Area Networks. There is no reason to limit 
the area of coverage other than the restrictions of the 40 
media itself. With the increased use of fiber optics, the 
span of these shared media networks is expanding to 
several kilometers and eventually will be able to span 
the entire continent. 

In the prior art, when an external device or host such 45 
as an aircraft 10, ship 12 or other receiver/transmitter 
(transceiver) station is communicating with anyone of 
these systems 1-5, it must have an identification of its 
own which is recognized by the protocol of the system 
with which it is communicating. In such systems, if 50 
aircraft 10 wishes to communicate with ship 12, aircraft 
10 must transmit into the system, among other things, a 
fixed address of the message receiving ship 12. The 
protocol of the system can then use the address informa- 
tion to route the message through the system to the ship 55 
12 at the address indicated. 

However,* when a host passes from one communica- 
tion system to another, the address code of that host 
must be changed to be conformed with or admitted to 
the new communication system. Thus, if a host passes 60 
from an FDDI to an ETHERNET system, the address 
code of the host must be changed in order to enable the 
new system to accommodate it. This change may re- 
quire a great deal of manipulation of data within the 
system and require expensive additional equipment to 65 
enable the appropriate changes to be made. Further, by 
the time one host (ship 12) sends a message to the last 
known address of the moving host (aircraft 10), the 
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moving host may have entered the range of a new com- 
munication network and have a different address code 
thereby causing a problem in receiving the message sent 
with a network dependent address from the message 
sending host. 

The present invention modifies the system of FIG. 1 
to overcome the disadvantages of the prior art by al- 
lowing each host to have a fixed unique identification 
code instead of an address code which changes to iden- 
tify itself with whatever communication network it may 
operating. With the present invention, if host A passes 
from a first communication network system to a second 
network system (as for instance aircraft 10 flying from 
communication network 1 to network 2) host A may be 
located by host B (ship 12) who simply transmits into 
the communication routing system the unique identifi- 
cation code of the host A with which it desires to com- 
municate. It does not know where in the system, or in a 
plurality of interconnected communication systems, the 
host A is located. 

The interconnecting systems shown in FIG. 1 include' 
a plurality of nodes 16, 20, 24, 26, 30 and 32 forming 
multipath connections between the plurality of network 
communication systems 1-5. The nodes can interface 
with each other even though they are in different com- 
munication systems simply by using protocols and pro- 
cedures that are well-known in the art. 

If aircraft 10 desires to contact ship 12, it simply 
transmits a message format including its own unique 
code and the unique identification code for ship 12 to 
the nearest system 14. The receiving system 14 sends 
the message to node 16 which checks its memory tables 
to determine if it has stored the address of the last node 
(26 or 32) communicating with ship 12. If not, it stores 
the unique identification code of aircraft 10. It. also 
forwards to all interconnecting nodes, except the one 
from which the message was received, 26 and 32 in this 
case, the message including the identification code of 
ship 12 as well as the identification code of aircraft 10. 
In like manner, each of the interconnecting nodes 26 
and 32 checks its memory storage tables to see if it has 
received and stored the identification code for either 
aircraft 10 or ship 12. If not stored, it stores the unique 
identification code of aircraft 10 and the address of the 
forwarding node, and forwards that information to the 
succeeding nodes. Thus node 26 forwards that informa- 
tion to nodes 20 and 24 but would not forward it to node 
32 since node 32 is also coupled to node 16 which has 
that information. Node 20 will be updated by node 26 
since it is the closest node. Eventually, ship 12 will 
contact its nearest node 20 coupled to communication 
network system 5 through radio receiver 18 to identify 
itself. Source node 20 has the unique identification code 
for aircraft 10 stored in its memory table and will store 
the identification code and received route for ship 12 in 
its memory table. Node 20 will now contact the nearest 
node 26 from which it received the identification code 
for aircraft 10 and couple ship 12 to that node. Node 26 
again will check its memory bank and find the nearest 
node from which it had received the identification code 
for aircraft 10 (node 16). A communication path is thus 
completed between aircraft 10 and ship 12 and they can 
communicate with each other even though initially one 
did not know the location of the other in the system. It 
will be noted that in this case there were no specific 
address locations of either aircraft 10 or ship 12 in any 
of the message formats that were transmitted or re- 
ceived. They simply contained the identification code 
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of the message source and message receiver that was 
stored by the nodes and the addresses of each node in 
the path having that information, and the information 
was recalled as necessary to establish communication 
paths between aircraft 10 and ship 12. 

If ship 12 is moving and passes from the control of a 
first network communication system 4 to a second net- 
work communication system 5, the nearest node 32 in 
the first communication system 4, after a predetermined 
period of time, drops from its memory bank the identifi- 
cation code and routing information of ship 12. How- 
ever, the transmission by ship 12 of its identification 
code to the nearest node 20 in the second communica- 
tion system 5 is recorded by that node and transmitted 
to the other nodes throughout the interconnected sys- 
tem so that each node now knows the updated location 
of node 20 that is nearest to ship 12. In that manner, 
either aircraft 10 or ship 12, even though either or both 
are moving, can continually communicate with each 
other through an interconnected system of communica- 
tion networks without having the specific system ad- 
dress of the other. 

Since any given node may receive information from 
one or more nodes, standard protocol is used to deter- 
mine the node from which the given node first received 
the information. That would be the closest node. If, in 
the event of a transmission back along that path, it was 
found that the closest node was for some reason out of 
the system, it could then pick one of the other possible 
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complex communication network or system. As re- 
ceiver 22 detects the movement of aircraft 10 into its 
area, communication network or system 2 updates node 
or router 24 which then updates the other nodes or 
routers within the system. Node 16 no longer receives 
information from system 1 but now updates its informa- 
tion from system 2 through nodes or routers 24 and 26. 
As aircraft 10 continues to move, receiver 28 will detect 
aircraft 10 and notify router 30 through system 3. 
Again, router 30 notifies the other nodes or routers 
within the system. Node or router 24 will no longer 
receive its information from network 2 but will be up- 
dated through router 30 as to the identification code of 
aircraft 10. 

The problem with such vehicle movement with the 
prior art system, as stated, is that each of the communi- 
cation systems 1-5 are different networks and may use 
different types of media access protocols for operation 
which require the network address of the moving vehi- 
20 cle to be changed. Thus many communication networks 
service their stationary and mobile users with a wide 
variety of media ranging from satellite links, high fre- 
quency radio, local area networks (LANS) and dedi- 
cated point to point circuits as illustrated in FIG. 1. 
Shipboard LANS, including SAFENET I (IEEE 802.5 
Token Ring) and SAFENET II (ANSI X.3-139FDDI), 
are used to support command, control, communications 
and intelligence in certain systems. The use of standard 
ISO (International Standards Organization) Internet 
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routes and send the information to a different node 30 protocols and the development of very high perfor- 



along one of those routes. 

Further, each of the nodes must be able to recognize 
when a message is for a single node (unicast), a group of 
nodes (multicast) or all nodes (broadcast). Such require- 
ments can be accomplished by systems that are already 
well-known in the art. 

Further, each node is an information source to some 
nodes and an information destination for other nodes. 
Thus, each node has to keep a source index table and a 



mance, low latency packet-switched gate ways between 
these networks is critical to reliable communications 
between mobile vehicles. 
As stated, in the prior an, the aircraft 10 must have 
35 assigned to it a code representing its physical address 
with respect to communication system 1. Physical ad- 
dresses are associated with interface hardware. Thus, 
moving the hardware interface to a new machine or 
replacing a hardware interface that has failed changes 



destination index table. See FIG. 2. When aircraft 10 40 the physical address of a particular host. In like manner, 



attempts to contact ship 12, aircraft 10 transmits into the 
nearest node its own identification code as well as the 
identification code of ship 12. The nearest node stores 
the source (aircraft 10) identification code in a source 



as the aircraft moves from system 1 to system 2 in FIG. 
1, because system 2 may operate with a different media 
access protocol, the coding of the physical address of 
aircraft 10 must be changed to meet the standards of 



index table and in a destination index table. If a node has 45 system 2. This means that if ship 12 attempts to commu- 



the destination identification code stored, it also has 
stored the address of the node from which it received 
that information in both its source protection record 
and destination route record. Of course, it may have 



nicate with aircraft 10 using the physical address at the 
last known address location in system 1, it cannot locate 
aircraft 10 without a new location code because aircraft 
10 has moved into a new communication system net- 



received that information from several nodes and the 50 work and has changed its physical address code. 



addresses of all of those nodes are stored as sources and 
destinations. The source protection record, when com- 
bined with the destination route record, eliminates the 
routes to all of the other nodes except the nearest route 
through the use of a buffered routing logic circuit Thus 55 
a path is connected between the two closest nodes for 
carrying the packet of information from aircraft 10 to 
the next nearest node. This process repeats in each node 
until the information packet arrives at ship 12. 



The novel system of the present invention modifies 
FIG. 1 to provide an Internet routing table that uses a 
flat logical address structure to provide fast and effi- 
cient route processing of both multicast and unicast 
message traffic. In the present system, the physical ad- 
dress structure is removed from the design and opera- 
tion of the Internet routing by treating the message 
addresses as a symbol string without predetermined 
internal structure and processing them as if they are a 



Referring again to FIG. 1, as aircraft 10 is detected by 60 unique identification code representing the host. This 
+a ; j _i- i_r approach is made possible by employing an arithmetic 

code compression technique as a hashing function for 
the routing table access method. By managing and ma- 
nipulating logical network addresses within the system, 
mobile end-systems can keep the same network identifi- 
cation code (not physical address) as they move from 
communication network to communication network. 
Similarly, group or multicast addresses may be allo- 



receiver 14, the identification code information trans- 
mitted by aircraft 10 is fed into a communication net- 
work or system 1 and node or router 16 notifies the 
other nodes or routers in the system of the identification 
code. In like manner, as receiver 18 detects ship or 65 
vessel 12, communication network or system 5 updates 
node or router 20 with the ship 12 identification code. 
It, in turn, notifies the other nodes or routers within the 
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cated without regard to their physical network connec- 
tion. Thus, considering the use of the present system 
with the networks of FIG. 1, aircraft 10 and ship 12 
maintain the same identification code even though they 
move from one of the networks 1-5 to another. When 5 
aircraft 10 is in communication with network 1, node 16 
notifies all of the other nodes 20, 24, 26, 30 and 32 in the 
system that node 16 is in contact with aircraft 10. In a 
like manner, when ship 12 is in communication with 
node 20 through network system 5, node 20 notifies the 10 
other nodes in the system that it is in communication 
with ship 12. If aircraft 10 moves to network system 2, 
node 24 updates all of the other nodes in the system and 
their data is changed to identify node 24 as the new 
node in contact with aircraft 10. This system then ena- 15 
bles each node to store data representing the address of 
the last node communicating with a particular mobile 
vehicle and not the physical address of the vehicle. This 
allows communication from aircraft 10 to ship 12 
throughout the various communication systems without 20 
either aircraft 10 or ship 12 being required to change 
network addresses as they move from access point to 
access point and without knowing the specific network 
location of the other. 

Each of the nodes 16, 20, 24, 26, 30 and 32, may utilize 25 
any well-known means in the art for providing point-to- 
point and demand assignment access protocol message 
transmissions to communicate with each other. There 
are various systems well-known in the art which allow 
communication network systems using one protocol to 30 
communicate with another system using a second pro- 
tocol and they will not be described here. 

The present system may be utilized as a Media Access 
Controller (MAC) multi-way switch in each node as an 
electronic module which detects the physical layer 35 
no.de address fields of the data packets arriving from 
one node and uses those addresses to route (switch or 
bridge) the packet to another node which is a path to 
the physical station with a particular node destination 
address. The MAC level multi way switch examines the 40 
bits which constitute the node destination address field 
to identify which, if any, of the nodes connected to the 
switch should be presented the message packet for 
transmission. This operation is often called "destination 
address filtering." 45 

A number of shared media networks previously men- 
tioned have been standardized for common use and 
inter-operation of different vendor equipment. The 
most common of the LAN standards are ETHERNET, 
TOKEN BUS. TOKEN RING AND FDDI. Each of 50 
these shared media networks sends information as a 
variable length sequence of bits called a packet. Each 
packet has a fixed number of the initial bits transmitted 
which are dedicated both in position and size to a 
packet header. This header contains a destination ad- 55 
dress field and a source address field along with other 
housekeeping information bits. All four of the LAN 
standards listed above employ the same number of bits 
with the same meaning for both the source and destina- 
tion address fields, although the housekeeping fields are 60 
different for each. 

Shared media networks operate basically in the same 
way. The media is shared so only one node or station 
(one MAC) may transmit at a time and all of the other 
nodes or stations listen. In order to identify the recipient 65 
of the message, a destination node address is located in 
a specific location at the beginning of each information 
frame. Each listening station examines these destination 
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node address bits to determine if the packet is for it. The 
receiving station (the destination node) needs to know 
where to send a response to the received packet and 
thus the packet has source node address bits at a specific 
location (usually just after the destination node ad- 
dress). The major differences in the various LAN stan- 
dards are transmission speed and the scheme each uses 
to guarantee that only one station at a time is allowed to 
transmit on the media. 

The Media Access Controller (MAC) is the defined 
entity in each of the above-listed LAN standards which 
connects the computer side logical level interface to the 
physical media. MAC isolates the logical data stream 
from the physical media so the circuitry on the com- 
puter side of the MAC only deals with the header and 
information bits. 

Thus, the MAC-level switch or bridge is an elec- 
tronic module which connects similar or dissimilar 
physical shared media networks each of which employ 
identical addressing field definitions. The switch trans- • 
fers information packets originating from stations or 
nodes on one network to destination stations or nodes 
on another network. If station A on a shared media 
network desires to send a packet to station F, then sta- 
tion A places codes representing "P* in the destination 
node address field and "A" in the source node address 
field of the packet header of the packet being transmit- 
ted. When the MAC of station A gains access to the 
shared media, it transmits the packet along with other 
packets it may have queued for transmission. Other 
connected MACs all receive the packet header and 
examine the destination node address field. Station F 
recognizes the address as his own and receives the re-, 
mainder of the packet. All of the other stations on the 
network see that the packet is not for them and disre- 
gard the rest of the packet. Neither the source node 
address nor the destination node address are changed in 
any way. 

All of the standard LANS listed above have a group 
addressing scheme where one station may send one 
packet simultaneously to many other stations belonging 
to the group. This feature is called multicast and takes 
advantage of the shared media to send the packet just 
once rather than having to send an individual packet to 
each station in the group. Suppose station A wishes to 
send a packet to all stations in a group identified as 110 
which includes stations identified as F, G and N. Station 
A would then put the group 14 110" in the destination 
node address field and "A" in the source node address 
field. When MAC A gains access to the first network, it 
transmit the packet. Stations F, G and N would then 
detect their group address and accept the packet. Other 
MACs would not. 

FIG. 2 is a schematic diagram of a MAC switch 38 
which couples a Media Access Controller 34 at one 
node level to desired Media Access Controllers 40, 42, 
44 and 46 at other levels. 

The MAC level switch 38 shown in FIG. 2 examines 
the source node address field of the incoming informa- 
tion to determine if any or all of the other connected 
nodes are protected from receiving the information 
from the incoming source. This operation is often called 
"source address filtering." 

Thus in FIG. 2, MAC 34 may transmit data and clock 
information on lines 36 to switch 38 which determines 
which of the destination MACs 40, 42, 44 and 46 are to 
receive the information. In switch 38. the data and 
clock signals on line 36 are serially coupled to a source 
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address shift buffer 48 and then to destination address 
shift buffer 50. The data is then transferred from desti- 
nation shift buffer 50 to delay buffer 52 which is a first- 
in, first -out device. The output of delay buffer 52 on line 
54 is coupled to the buffer routing logic 56 which gener- 5 
ates an output on lines 58, 60, 62 and 64 depending upon 
the destination address filtering operation performed by 
the switch 38. 

The Media Access Controller switch 38 transmits or 
forwards data it receives, and accepts data for transmis- 10 
sion as eight parallel data bits called a data octet. It 
processes address symbols which are a' fixed number of 
consecutive bits from the address bit string and may be 
from two to any number of bits in length. One size 
symbol is the "eight" bit octet which is the symbol size 15 
used in the address routing table circuits presented in 
FIGS. 2 and 3. The number of symbols in the maximum 
address length to be processed for a particular imple- 
mentation is a design and management decision. The 
examples presented in FIGS. 2 and 3 use six octets as 20 
the maximum address length, since this is the length of 
the IEEE standard physical layer (MAC level) address 
used by Ethernet, Token Ring, and FDDL The Interna- 
tional Standards Organization (ISO) network layer 
(IP.ISO 124) employs a variable length, up to 20 octets, 25 
for the source and destination address 128 and 126, as 
shown in FIG. 4. The designs shown in FIG. 2 and 
FIG. 3 would be able to process IP.ISO 124 addresses 
126, 128 up to "six" octets in length, MAC switch 38 is 
responsible for aligning the data properly on the octet 30 
boundaries such that the destination and source ad- 
dresses start and end on octet boundaries. Furthermore, 
in the LAN standards listed above, the source address 
field always immediately follows the destination ad- 
dress field and the two are always the same size. A 35 
common size for the address fields is 48 bits or 6 octets 
each. The address detection logic examines both the 
destination and source address fields represented by the 
octets shifted into buffer 48 and buffer 50. Six octets are 
in each buffer. When the twelve octets are all stored, 40 
each octet is used as an address into a 256 element index 
table for that address octet position. This requires six 
destination index tables 66 and six source index tables 
68. The output of these tables (the contents of the loca- 
tion addressed by each octet) is then arithmetically 45 
combined in combiners 70 and 72. One method of arith- 
metically combining these outputs adds the six outputs 
of the source index table 68 to compute the source index 
74. It also adds the six destination table 66 outputs to 
compute the route index 76. The source index 74 is used 50 
as the address into the source protect table 78 and the 
output of that location is the source protect record 80 
which is coupled to the routing logic 82. Similarly, the 
route index 76 is used as the address of a location in the 
destination routing table 84 and the contents of that 55 
location is coupled to route record 86. The outputs of 
the protect record 80 and route record 86 are used by 
the routing logic 56 in a well-known manner to deter- 
mine which destination MAC is to receive the message. 

FIG. 2 may also operate as an internet level switch 60 
(router) 38, operating on IP.ISO header 124 destination 
126 and source addresses 128 by shifting in the IP desti- 
nation and source addresses. When aircraft 10 in FIG. 1 
transmits a packet with its unique internet source identi- 
fication code to one of the nodes in a network, the 65 
source address of aircraft 10 is shifted from source ad- 
dress shift buffer 48 (FIG. 2) into learned address logic 
88. If that source address is a new address not stored in 
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source index table as indicated by a zero detect, it is 
stored in both the the source and destination index ta- 
bles 66 and 68. If, after a predetermined amount of time, 
that information is not confirmed by a subsequent trans- 
mission, the learned route logic 94 generates an output 
97 to the learned address logic 88 telling it to delete the 
address from the both source and destination index 
tables 66 and 68. This means that the aircraft 10 has 
moved to a different network and may be updating a 
new node in the new network. Subsequently, the new 
network node then sends a message to switch 38 in the 
old node and stores the source address of the new node 
in the route record 86 associated with the unique source 
address for aircraft 10. By keeping track of the source 
addresses of the various nodes that are transmitting 
information concerning a particular identification code, 
learned route logic 94 causes the destination routing 
table 84 to delete old source nodes as destinations for 
particular incoming data packets and add the addresses 
of new nodes as the destination. The source protect 
table 78 in each node stores the source protect record 80 
(also called the Multicast Record List 134 in FIG. 4), 
which has information defining a shortest path from a 
particular source to that node. This shortest path infor- 
mation is computed from the messages received from 
forwarding nodes using a shortest path spanning tree 
algorithm well known in the art. The source protect 
record 80 may be modified by management decision to 
prevent messages from a particular source identification 
code from being forwarded on particular paths to other 
nodes. 

The destination routing table 84 (also called the Out- 
bound Record Linked List 132 in FIG. 4) contains the 
shortest path information from this node to the current 
connnected nodes for each unique identification code 
currently stored in the source and destination index 
tables. The current route record 86 is this shortest path 
information for the destination address currently in 
buffer 50, This information is computed from the mes- 
sages received from forwarding nodes using a shortest 
path spanning tree algorithm well known in the art. 
Thus, in FIG. 1, if node 26 has received information 
from source nodes 16, 24 and 32, and it receives a data 
packet for node 20, the protect record 80 from the 
source protect table 78 and the route record 86 in FIG. 
2, when processed by the buffered routing logic 56, will 
prevent node 26 from transmitting the information back 
to nodes 16, 24 and 32 but allow it to be transmitted to 
the destination node 20. Thus, the information from an 
incoming node or MAC 34 to a particular switch 38 
may be transferred to the desired destination MAC 40, 
42, 44 or 46 by the buffered routing logic 56 in the 
manner explained. 

In FIG. 2, the address detection logic employs sepa- 
rate tables and arithmetic processing elements for both 
the source and destination address detection. While this 
approach allows the arithmetic processing and record 
table access to be relatively slow the slower elements 
are not sufficiently economical in price to be cost effec- 
tive. Neither does the circuit of FIG. 2 utilize the fact 
that because }he data octets arrive sequentially, they 
could be processed through the index look-up table and 
partial arithmetic computed each octet time. 

FIG. 3 is a circuit diagram of an alternate logic layout 
for serial processing of the incoming data by a switch 96 
which is similar to switch 38. The data octets arrive 
sequentially and FIG. 3 discloses a logic layout which 
uses one bank of index table memory 98, one bank of 
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address record memory 100 and one arithmetic compu- 
tation unit 102 to accomplish both source and destina- 
tion address detection. In this approach, the octet data 
bits are coupled serially into octet register 104 and are 
used as the low order address bits into the index table 
98, A byte counter 106 which counts the address octets 
from one to twelve as they arrive in the octet register 
104 is used as the high order address bits into the index 
table 98, From byte count one to six, the arithmetic unit 
102 partially computes the final index with each output 
from the index table. After byte count six, the computa- 
tion for the destination address mask index is complete 
and transferred to the index buffer 108. The arithmetic 
unit 102 is then reset and the six octets of source address 
are computed. By the time the source protection record 
index 110 has been computed, the data in destination 
route record 112 has been loaded into its output buffer 
on line 114. The source protect record 110 is then ac- 
cessed from a second bank of the address record mem* 
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interface hardware and software called the logical link 
control entity data 122. Besides logically isolating the 
Internet layer 124 from the physical layer 120, the logi- 
cal link control 122 provides a capability to multiplex 
packets from various higher level protocols such as 
TCP/IP, DECNET, and ISO/OSI over the same phys- 
ical link. Each different protocol is assigned a different 
logical service access point (LSAP). Each LSAP is 
serviced by a separate set of software providing pro- 
cessing for each protocol as is well known with prior 
art. It is thus possible that one physical Internet router 
might be required to route packets of different proto- 
cols and therefore require two or more Internet soft- 
ware processes. This prospect is likely in an environ- 
ment where existing networks using the TCP/IP proto- 
cols are phased over to the ISO/OSI protocols. This 
invention allows the same routing table access method 
to be employed by multiple protocols. 
The IP/ISO Internet protocol data 124 provides a 



ory 100 using the count twelve signal on line 116 as the 20 connectionless or datagram service between nodes on a 



high order address bit. This sequential detection ap- 
proach shown in FIG. 3 places special performance 
requirements on the index table memory and each reit- 
eration of the arithmetic computation. That is, the ac- 
cess to the index table 98 and the partial computation 
with the table output each must be complete in less than 
one octet time. However, the computation is delayed 
one octet clock time behind the table access. Each of 
these timing requirements is within the available speeds 
of commercially available VLSI computer memory and 
arithmetic components. Current DRAM memories reg- 
ularly run at less than 300 nanosecond access times 
making all but the FDDI real-time address routing 
practical with DRAM parts. Static RAM memories are 
currently available with 50 nanosecond and faster ac- 35 
cess times which makes even FDDI routing realizable. 
The address record memory 100 is only required to be 
1/6 the speed of the index memory 98 since there are six 
octets between completion of the first and second re 
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network. Data to be sent from one node to another is 
encapsulated in an Internet datagram with an IP header 
specifying the unique global network addresses of the 
destination and source node. This IP datagram is then 
encapsulated in the logical link control 122 and physical 
layer protocol headers 120 and sent to a router or node. 
The router strips off the incoming physical header 120 
and the logical link control header 122. It looks up the 
destination and source addresses 126 and 128 in its rout- 
ing table 130, selects the appropriate outbound link, or 
a plurality of outbound links in the case of a multicast 
group destination address from table 132 and reduces 
the plurality of outbound links using restrictions from 
table 134 in the case of a multicast transmission and 
passes the IP datagram packet to those selected chan- 
nels for LLC encapsulation and transmission. With 
multicast datagrams, the router must determine which 
outbound links represent the shortest path from the 
multicast source to the destinations which are members 



cord indexes. The source protect record 110 and the 40 of this particular group. Without this source filtering, 
destination route record 112 feed into the buffered rout- 
ing logic 56 of FIG. 2 to select the outbound path 
(MAC) for the message. 

The record memory indexes may be computed by 
adding and accumulating the succession of six index 45 
table values to compute the mask memory index. Inte- 
ger add/accumulator devices of 16 to 32 bit precision 
are currently available which execute a single add func- 
tion in less than 80 nanoseconds. Many 16 and 32 bit 
microprocessors have integer add/accumulate times 50 
under 500 nanoseconds. 

The address directory access circuit overview is 
shown schematically in FIG. 4. The arriving data 
packet contains a preamble 118, the first protocol layer 
120 which is the Media Access Control protocal header 55 
containing the physical media destination address of the 
MAC receiving the packet, the second protocol layer 
122 which is the logical link control and the third proto- 
col layer 124 which is the IP.ISO Internet layer. The 
remainder of the packet contains the message data and 60 
housekeeping information. The third protocol layer 124 
contains the unique code identifier of the receiver as the ' 
destination address data 126 and the unique code identi- 
fier of the transmitter as the source address data 128. 
The physical link data 120 is the actual communication 65 
channel hardware with its associated coding and modu- 
lation techniques. Physical link 120 is separated from 
the Internet data 124 by a combination of computer 



well-known in the art, a destination station within a 
group might receive many copies of the data- gram 
transported over different paths. Such multicast "flood- 
ing" wastes networks bandwidth and causes unneces- 
sary congestion on busy segments of the network. The 
ISO IP.ISO Internet layer 124 has a number of fields. 
From the IP IP.ISO Internet layer 124 format it is ap- 
parent that the starting position and length of both the 
destination and source address fields are known or can 
be determined from the information within the IP 
header. The proposed routing table directory structure 
130 needs only to know the length and values of the 
address octets to locate a unique table entry for that 
address. This novel directory access technique does not 
rely on any known structure of the address field other 
than knowing that it is a sequence containing a known 
number of symbols. 

It can be seen from the discussion of FIG. 4 that the 
circuit therein could be used in an alphanumeric system 
such as, for example only, a library wherein an author 
and/or book name could be used to access a data table 
storing all books by author and title. In that case, desti- 
nation address 126 in FIG. 4 would be an alphanumeric 
string of data representing the author's name and/or 
book titles. The arithmetic compression techniques il- 
lustrated by blocks 138, 142, and 144 could be used to 
compress the alphanumeric string as needed to obtain 
an index 136 which would select the appropriate ad- 
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dress in table 130 which would contain all of the library 
material by author and book title. The selected informa- 
tion could then be obtained through routing tables 132 
and 134. 

Since the destination and source address are from the 5 
same network address space, they have an identical 
form and can use the same directory. Source addresses 
must be individual nodes and cannot be group ad- 
dresses. To constrain the Internet overhead, the initial 
versions of the ISO Internet have been restricted to 16 10 
octets maximum. This is a huge number of possible 
addresses on the order of 10 36 and should be more than 
adequate for many years of global Internet operation. 

Routing is accomplished by maintaining a routing 
table directory 130 at each node in the network as is 15 
well-known in the art. These tables are indexed by the 
destination and source address and contain information 
indicating which outbound communication links reach 
the destination node or nodes in the case of a multicast 
group address. The Internet routing task or program 20 
accesses the table 130, gets the outbound route informa- 
tion, analyzes the route information and queues the 
packet for transmission on one or more of the outbound 
ports stored in tables 132 and constrained by the records 
in 134. For all addresses, the Internet task also accesses 25 
the source address table which contains information 
defining which outbound ports should not be used for a 
multicast transmission to this group (destination ad- 
dress) from' a particular source and other source filtered 
information. 30 

Efficient multicast transmission requires some evalua- 
tion of the shortest route to all members of the group 
from the source location. The present system utilizes 
the directory 130 and routing table structure 132 and 
134 for the already existing Link-state approach. Other 35 
existing methods have similar needs and could be incor- 
porated into the design if another routing method is 
employed by a network. 

The novel Internet routing task set forth herein is self 
learning. No information about any existing addresses 40 
or their routes need be stored in the task prior to start 
up. The routing information is entered into the routing 
table 130 as a result of the Internet routing protocol 
activity or network management protocols. When a 
router starts up, it sends out "I am here" messages using 45 
the Internet routing protocol. AN of the adjacent rout- 
ers or nodes send back IP routing protocol packets 
which, when combined with the input bound channel, 
contain the information necessary to fill in the routing 
tables for all active Internet addresses. 50 

The novel system uses arithmetic coding of the direc- 
tory index 130 as shown by the diagrammatic illustra- 
tion in FIG. 4. Arithmetic coding is a powerful tech- 
nique for obtaining the near minimum entropy compres- 
sion of a sequence of data bits. Since a network address 35 
is just a sequence of binary data bits of known length, 
the minimum entropy compression of all the combina- 
tions of bit strings represented by all of the active net- 
work addresses should produce the shortest number x>( 
bits which would uniquely identify all of the addresses. 60 
This encoding could then be used as an index 136 into * 
the routing table directory 130. Essentially arithmetic 
coding uses the distribution statistics of the symbols (in 
this case octet values) to divide a unit space into a 
unique fraction based on the sequence of symbols (oc- 65 
tets) presented. As each symbol (octet) is presented, the 
unit space is subdivided into a smaller range. Symbols 
(Octets) with higher probability of occurrence reduce 



the range less than those with small probability, causing 
fewer bits to be used in encoding the higher probability 
octets. A detailed discussion of such method including 
program fragments and examples is disclosed in a paper 
published by Witten, Neal, and Cleary, Communications 
of the ACM, June, 1987. This paper is oriented to adapt- 
ive encoding and decoding of data streams and does not 
deal with the specific application of address detection. 
However, the method disclosed in that paper can be 
used for that purpose. Thus in FIG. 4, the destination 
address 126 is compressed .by the arithmetic code pro- 
cess 138 to obtain an integer 140 which represents the 
address. If further compression is needed, the integer 
can be compressed through truncation 142 by methods 
well-known in the art and further compressed if needed 
by hashing 144, a technique also well-known in the art. 
The resulting index 136 is then used to find the unique 
address in the routing table directory 130. The routing 
switch designs 38 and 96 shown in FIGS. 2 and 3 are 
specific implementations of the novel arithmetic com- 
pression process employed by this invention. 

After all the address octets have been processed, the 
last value is then the compressed value of the input 
address octet string. It is sufficiently compressed to be 
useful as a routing table index. 

The novel index table construction and address com- 
pression processing of this invention takes place as fol- 
lows; Addresses can be fixed and variable length bit 
strings embedded in the Media Access Control (MAC) 
120 and Internet protocol (IP.ISO) 124 headers of the 
received communication packet. The maximum size 
(Address— length) of an address which can be com- 
pressed is set by a management decision and the physi- 
cal design of a particular implementation of the process. 
. Symbols are consecutive sets of adjacent bits taken. in 
sequence from the address bit string. Successive sym- 
bols may have a fixed overlap incorporating a fraction 
(Overlap—fraction) of the same bits from the address bit 
string in an adjacent symbol. All the valid bits in the 
address string must be included in symbols processed. 
For a particular implementation of the process the sym- 
bols are a fixed number of bits in length (Symbol_size) 
which can vary from 2 bits to any number of bits. In the 
embodiments presented in FIGS. 2 and 3, a symbol is an 
"eight" bit octet. The number of symbol positions in an 
address string (Num symbol—positions) is the length of 
the address string in bits divided by the symbol size 
minus the product of the symbol size and the overlap 
fraction. Thus, 

Divisor = Symbol— size-(Symbol_ size x Overlap 

fraction) Num symbol positions — Address- 

—length/Divisor 

An address index table (66, 68 and 98 in FIGS. 2 and 
3) has a number of banks equal to the number of symbol 
positions in the address string. Each bank of memory in 
the address index table has a number of memory loca- 
tions (Bank— size) equal to "two** to the power of the < 
symbol size. Sub-index values are stored in the non-zero 
locations of each bank. Thus, 

Bank— size =2 raised to the Symbol— size power. 
The address index table size (AI— table-size) is the 
product of the bank size (Bank— size) and the maximum 
number of symbol positions (Num_ symbol— positions) 
being processed. 

The maximum number of non-zero entries, called the 
allowed maximum count (Allowed— max— count), in 
each bank of an address index table is set by a manage- 
ment decision. Addresses may be encoded into the ad- 
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dress index table until the number of non-zero entries (b) If the existing entry at this location in this bank of 

reaches the allowed maximum count for any symbol address index table is zero, then non-zero entry 

position. If the encoding of any address value into the value is computed by (1) incrementing the current 

address index table results in the number of non-zero count for this symbol position, (2) checking to be 

entries in one of the symbol positions exceeding the 5 sure the incremented current count is less than or 

maximum allowed number of entries, then the address equal to the allowed maximum count for this sym- 

cannot be encoded into the table until another entry in bol position, and (3) (if the count is not greater than 

this symbol position is removed, that location made the maximum) computing the value of the incre- 

zero. and the current count decremented by one. Alter- mented current count .multiplied by the range value 

nately t the allowed maximum count may be increased 10 for this octet position and divided by the allowed 

by a management decision and all the existing address maximum count for this position and storing this 

bit strings must be receded into the address index table value in this location in the address index table and 

using the new maximum non-zero entry values. setting the use count for this location to "one". If 

The address index tables (66, 68 or 98) are then incre- tne incremented current count is greater than the 

mentally filled in with sub-index values as particular 15 allowed maximum count for this symbol position, 

address bit strings are encoded into the address tables. lnen address cannot be encoded into the ad- 

This processing takes the following steps. drcss indcx tabIc and the management entity is 

Initially the table (66, 68, and 198 in FIGS. 2 and 3) is notified that the address index table has overflowed 

entirely filled with zero entries and the value of all unlcss another address is removed from the table 

locations in the table is set to zero. 20 making a use count go to "zero" and reducing the 

(1) A counter (Current-count) is established by the current count for this symbol position, 
learned address logic 88 for each symbol position to ( f> Continue processing address bit string symbols 
keep track of the number of non-zero entries in this bank " ™ cntire , address has bccn encoded into the ad- 
ofthe address index table and these counters are initially „ 6 J ess mdex b * h* v ingfor each symbol in the ad- 
set to zero. In order to keep track of the number of 25 dress a non /*f ro ™ ] ™ that symbol value location in 
addresses using a particular non-zero location in the ev f 3^"*°* position bank of the address index table, 
address index table, a use counter is established in the Address blt s ' nng ? cmbeddcd » n J t he incoming packets 
learned address logic 88 for each non-zero location in are ^T*!? * COmbme ttWe ° UtP ^ S 
each bank of the address index table. 1A n FIG ; 2 and m an * hn \ e " c com P^ation 102 of FIG. 3 
. (2) The allowed maximum non-zero entries value for 30 S?J£^S£ *KTf ^ • t ^ lhi » 
each symbol position is obtained from a management f™ 1 * f " ** eSS md " tab, I C bank for , each S 1 ymbo1 P° s !' 
decision -where the symbol value is used as a location ad- 

A i /t» \ . j * * dress into the bank for that symbol in the address index 

3) A range value (Range) is computed for each sym- taWe If indej[ J 

bol position. The first range value is computed by set- 35 cessi sto * s ^ the lero detect . ^ ^ 

tug the range for ome symbol pos.t.on to the allowed zero the address has nQt „ ecn encQded . 

maximum count plus "one" for that symbol position. address index table 

The range value for the next symbol position is the If the number of signiflcant bits in the encoded inte . 

range value for the previous symbol position times the arc , than the sizc of the ressed 

allowed maximum count plus one' for this symbol 40 directory 130, then truncation 142 (removing some low 

position. The range value for each symbol position is order bits) md modu , 0 N hashj m (rem * vi some 

the product of the range value of the next previously ofthe Wgh order bits) ma be used t(J reduce the * i2e Qf 

computed symbol position and the allowed maximum the encoded address int t0 the number of locations 

count plus one for this symbol position. The order of in ti, e compressed address directory 130. 

the symbol positions used to compute the range values 45 To decode the original address from the encoded 

is only important in that the decoding operation used to inte g er and t0 remove the encoded address from the 

recover the original address before encoding to an inte- address index tablCi the decoding process starts with ^ 

ger value must use the same symbol order as that used $ynlbo i position for which the Range value was set to 

to compute the range values The sequence of range thc allowed maximum count and proceeds in the same 

value computations from the last address symbol to the 50 symbol sequence as the Range values were computed, 

first address symbol must be used to preserve hierarchi- (a) starting with the first range symbol position (the 

cal structure of the structure of the original address position that was set to the allowed maximum count 

being encoded. • +1), the encoded integer— before truncation or hashin- 

Range (I)= Range (1+1) times Allowed_max_count g _ ls searched in the low order bits for a value between 

1 55 1 and the allowed maximum count for the symbol posi- 

Each'syrabol from an address bit string to be encoded tion. The result of this operation is the value obtained 

into the address index table is processed in the same from the address index table for this iymbol position 

sequence as that used to process the address symbols and that table sub-index value was added to the integer 

during receipt of the packets from a transmitter for value to create the final integer number, 

routing table access. 60 (b) The location for this remainder value in this sym- 

(1) Use the numeric value of the symbol as the ad- bol position bank of the address index table is found, the 

dress of the location in this symbol's bank of the address use count for this location is decremented by "one" and 

index table (66, 68 and 98). the position of this location in the bank is the original 

(a) If the existing entry in this location of this bank of symbol value for this symbol position. If the decre- 

the address index table is not zero, then increment 65 mented use count is zero, then the current count is also 

the use count for this location and no further pro- decremented by one. If the current count reaches zero, 

cessing of this symbol is required and the next then no addresses are encoded into this position in the 

symbol may begin processing. address index table. 
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(c) To decode the second symbol in the sequence of 
symbol positions used to compute the range values, the 
value from the previous operation is subtracted from 
the integer value. The resulting integer value is then 
searched for the low order bits for a sub-index value 5 
between the previous range value and this range value. 
This sub-index value is the value obtained from the 
address index table for this symbol position which was 
added to the integer value to create the final integer 
number. The location for this sub-index value in this 10 
bank of the address index table is found, the use count 
for this location is decremented by "one", and the posi- 
tion of this location in the bank is the original symbol 
value for this symbol position. If the decremented use 
count is zero, then the current count is also decre- 15 
mented by one. If the current count reaches zero, then 
no addresses are encoded into this position in the ad- 
dress index table. 

(d) To decode each successive symbol in the se- 
quence of symbol positions used to compute the range 20 
values, the sub-index value from the previous operation 

is subtracted from the integer value used in the previous 
operation. The resulting integer value is then searched 
in the low order bits for a sub-index value between the 
previous range and the current range for this symbol 25 
position. The resulting sub-index obtained with this 
operation is the value obtained from the address index 
table for this symbol position which was added to the 
integer value to create the final integer number. The 
location for this sub-index value in this bank of the 30 
address index table is found, the use count for this loca- 
tion is decremented by "one", and the position of this 
location in the bank is the original symbol value for this 
symbol postion. If the decremented use count is zero, 
then the current count is also decremented by one. If 35 
the current count reaches zero, then no addresses are 
encoded into this position in the address index table 
This process is repeated until the integer value is re- 
duced to zero. 

The sequence of symbol values produced are the 40 
symbol values used to encode the integer from the origi- 
nal address bit string. From these symbol values the 
original address bit string can be reconstructed by plac- 
ing the symbol values in their symbol positions in the 
original bit string. 45 

Thus there has been disclosed a data communication 
system which uses a routing table access method that 
treats network addresses as variable length symbol 
strings without internal structure— i.e., as flat address- 
es—to simplify the handling of mobile end-systems si- 50 
multaneously connected to multiple access points. The 
system utilizes high speed, Media Access Control and 
Internet processes which handle multicast messages to 
multiple, mobile hosts. The technique is also applicable 
to real time database applications such as a network 55 
name service which relates a logical name (alphanu- 
meric name) to its universal identification code. For 
example, an automatic telephone directory service 
could use this system to enable entry of a particular 
name and receive the telephone number of that name. 60 
Thus, Jhe novel system allows one entity having a uni- 
versal identification number to communicate with any 
other entity in the system having a universal identifica- 
tion number but whose physical location is unknown. 
Because the Internet router system is based on a flat 65 
logical address space, it provides efficient routing of 
both multicast and unicast packets independent of the 
internal network address format or structure. 
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Further, reversible arithmetic code compression 
techniques are used to reduce the size of the network 
address index and dynamic hashing is used to reduce the 
size of the routing table directory. Importantly, a mes- 
sage address is used that is structure-independent of the 
location or network attachment of the message re- 
ceiver. 

Only the preferred embodiments of the invention 
have been described. It should be understood that the 
invention is not limited to the embodiments disclosed, 
but is intended to embrace any alternatives, modifica- 
tions, rearrangements, or substitutions of parts or ele- 
ments as fall within the spirit and scope of the invention. 

I claim: 

1. A message routing apparatus for use in a communi- 
cation system having a plurality of interconnected in- 
formation networks, at least two of which have differ- 
ent physical media protocols, said system having an 
information source for transmitting a data message to an 
information receiver at an unknown physical location in 
said system comprising; 

a first unique, fixed and unchangeable code identify- 
ing said source wherever said source may be lo- 
cated in said system; 

a second unique, fixed and unchangeable code identi- 
fying said receiver wherever said receiver may be 
located in said system; 

a plurality of network message routing devices con- 
nected to each other for forwarding to each other 
sequentially, both of said first and second unique 
codes, each network routing device having means 
for storing each of said first and second unique 
codes when received and the address of the net- 
work routing device from which the codes were 
received; and 

one of said network routing devices receiving a data 
message from said source and routing said message 
to said receiver at said unknown location in said 
system; said route through said plurality of net- 
work routing devices being determined solely in 
accordance with said stored first and second 
unique identification codes and said stored ad- 
dresses of said network routing devices; said mes- 
sage having a data format that is receiver-location 
structure independent with no receiver location 
code and network routing code therein. 

2. An apparatus as in claim 1 wherein said routing 
devices further comprise: 

a plurality of message handling network nodes form- 
ing multipath system connections between said 
source and said receiver; 

a first one of said plurality of nodes communicating 
with said source and a second one of said nodes 
communicating with said receiver; 

means in said first node for receiving said first unique 
code from said source and means in said second 
node for receiving said second unique code from 
said receiver, both said first and second nodes re- 
spectively forwarding said first and second unique 
codes to all network nodes directly connected to 
them for storage; and 

all of said directly connected network nodes storing 
said first and second codes and the addresses of the 
forwarding nodes and further forwarding said first 
and second codes to all other network nodes di- 
rectly connected to them as destinations within the 
system until all network nodes in the system have 
stored the first and second unique codes and the 
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address of the directly connected forwarding 
nodes to enable each network node, beginning with 
the first node, to transmit data a message to the 
nearest directly connected network node from 
which it earlier received the unique second code 5 
thereby creating a communication path coupling 
the message from the source to the receiver. 

3. An apparatus as in claim 2 wherein each node 
comprises: 

a forwarding node address storage table and a desti- 10 
nation node address table; and 

routing logic connected to said forwarding node and 
destination node address storage tables for deter- 
mining the shortest node route to said second node 
communicating with the receiver. 15 

4. An apparatus as in claim 3 wherein said forwarding 
node and destination node addresses are processed by 
each node in parallel for storage in said forwarding and 
destination node address tables. 

5. An apparatus as in claim 3 wherein said forwarding 20 
node and destination node addresses are processed seri- 
ally by each node for storage in the forwarding and 
destination node address tables. 

6. An apparatus as in claim 2 further comprising: 
means for arithmetically compressing said first code 25 

to generate a respective address index that uniquely 
identifies a succeeding destination node address 
stored in said tables. 

7. An apparatus as in claim 3 further comprising: 
means for indicating when the node destination is a 30 

single node, when it is a group of nodes, and when 
it is all possible nodes; and 
means in said routing logical responsive to said indi- 
cating means for routing said message packets to 
those nodes necessary to reach said indicated node 35 
destination. 

8. In a plurality of disparate communication networks 
systems communicating with each other through the 
use of different physical media protocols, each of said 
systems having at least one input and one output, a 40 
message routing system for coupling any one system 
input to any other system output using a message format 
that is structure independent of the location of said 
other system output, said routing system comprising: 

at least a first signal receiver/transmitter device cou- 45 
pled to said one system input and having a first 
identification code for transmission to said any one 
system input, said first code being unique, fixed and 
unchangeable at any location of said first device 
within said systems; 50 

at least a second signal receiver/transmitter device 
coupled to said any other system output and having 
a second identification code for transmission to said 
any other system output, said second code being 
unique, fixed and unchangeable at any location of 55 
said second device within said systems; 

a multiplicity of connected message routing centers, 
each of said routing centers being assigned a unique 
network address; 

means for forwarding said first and second unique 60 
identification codes from said one system input and 
said any other system output to all routing centers 
in said system for storage; 

means for enabling said first receiver/transmitter 
device to transmit said message format with said 65 
second unique fixed identification code of said 
second receiver/transmitter device to said any one 
system input; and 
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each routing center, in succession, beginning with 
said any one system input, forwarding the message 
to the nearest routing center from which it earlier 
received the forwarded unique fixed identification 
code of said second receiver/transmitter device 
thereby establishing a communication path be- 
tween the source and the receiver, said path being 
determined only by the fixed, unique identification 
codes of the first and second receiver/transmitter 
devices and the addresses of the forwarding mes- 
sage routing centers. 

9. A method of communication betwen at least one 
source and one receiver coupled to a plurality of inter- 
connected communication networks, at least two of 
which have different physical media protocols, said 
networks being formed of a plurality of interconnected 
information handling nodes comprising the steps of: 

assigning a unique, fixed identification code to each 
of said source and receiver which is unchanged 
regardless of the location of the source and re* . 
ceiver within the plurality of networks; 

assigning a unique network address to each of said 
nodes; 

transmitting said unique identification code of said 
source to at least one network node; 

transmitting said unique identification code of said 
receiver to at least one network node; 

forwarding said unique identification codes of said 
source and receiver from said network node to all 
other interconnected network nodes; 

each network node remembering the network ad- 
dress of the node forwarding the unique identifica- 
tion codes to it; 

transmitting a message from said source to a given 
node for said receiver at an unknown location in 
said communication network; and 

each network node in succession, beginning with the 
given node, forwarding the message to the nearest 
node from which it earlier received the forwarded 
unique identification code of said receiver thereby 
establishing a communication path through said 
interconnected networks between the source and 
the receiver. 

10. A message routing apparatus for use in a commu- 
nication system having a plurality of interconnected 
information networks, at least two of which have differ- 
ent physical media protocols, said system having an 
information source for transmitting a data message to an 
information receiver at an unknown physical location in 
said system comprising: 

a first unique, fixed and unchangeable code identify- 
ing said source wherever said source may be lo- 
cated in said system; 

a second unique, fixed and unchangeable code identi- 
fying said receiver wherever said receiver may be 
located in said system; 

a plurality of network message routing devices con- 
nected to each other for forwarding to each other 
sequentially, both of said first and second unique 
codes, each network routing device having means 
for storing each of said first and second unique 
codes when received and the address of each other 
network routing device from which the codes were 
received; and 

one of said network routing devices receiving a data 
message from said source and routing said message 
to said receiver at said unknown location in said 
system; said route through said plurality of net- 
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work routing devices being determined solely in 
accordance with said stored first and second 
unique identification codes and said stored ad- 
dresses of said network routing devices; said mes- 
sage having a data format that is receiver-location 
structure independent with no receiver location 
code and network routing code therein; 

said routing devices further comprised of a plurality 
of message handling network nodes forming multi- 
path system connections between said source and 
said receiver; a first one of said plurality of nodes 
communicating with said source and a second one 
of said nodes communicating with said receiver; 
means in first node for receiving said first unique 
code from said source and means in said second 
node for receiving said second unique code from 
said receiver, both said first and second nodes re- 
spectively forwarding said first and second unique 
codes to all network nodes directly connected to 
. them for storage; and all of said directly connected 
to them for storage; and all of said directly con- 
nected network nodes storing said first and second 
codes and the addresses of the forwarding nodes 
and further forwarding said first and second codes 
to all other network nodes directly connected to 
them as designations within the system until all 
network nodes in the system have stored the first 
and second unique codes and the address of the 
directly connected forwarding nodes in source and 
destination index tables to enable each network 
node, beginning with the first node, to transmit a 
message to the nearest directly connected network 
node from which it earlier received the second 
unique code identifying the receiver thereby creat- 
ing a communication path coupling the message 35 
from the source to the receiver; and 

means for a arithmetically compressing said first code 
to generate a respective address index that uniquely 
identifies a succeeding destination node address 
stored in said tables. 40 

11. A message routing apparatus for use in a commu- 
nication system having a plurality of interconnected 
information networks, at least two of which have differ- 
ent physical media protocols, said system having an 
information source for transmitting a data message to an 45 
information receiver at an unknown physical location in 
said system comprising: 

a first unique, fixed and unchangeable code identify- 
ing said source wherever said source may be lo- 
cated in said system; 

a second unique, fixed and unchangeable code identi- 
fying said receiver wherever said receiver may be 
located in said system; 

a plurality of network message routing devices con- 
nected to each other for forwarding to each other 55 
sequentially, both of said first and second unique 
codes, each network routing device having jneans 
for storing each of said first and second unique 
codes when received and the address of -each other 
network routing device from which the codes were 60 
received; and 

one of said network routing devices receiving a data 
message from said source and routing said message 
to said receiver at said unknown location in said 
system; said route through said plurality of net- 
work routing devices being determined solely in 
accordance with said stored first and second 
unique identification codes and said stored ad- 



dresses of said network routing devices; said mes- 
sage having a data format that is receiver- location 
structure independent with no receiver location 
code and network routing code therein; 
said routing devices further including a plurality of 
message handling network nodes forming multi- 
path system connections between said source and 
said receivers; a first one of said plurality of nodes 
communicating with said source and a second one 
of said nodes communicating with said receiver; 
means in said first node for receiving said first 
unique code from said source and means in said 
second node for receiving said second unique code 
from said receiver, both said first and second nodes 
respectively forwarding said first and second 
unique codes to all network nodes directly con- 
nected to them for storage; and all of said directly 
connected network nodes storing said first and 
second codes and the addresses of the forwarding 
nodes and further forwarding said first and second 
codes to all other network nodes directly con- 
nected to them as destinations within the system 
until all network nodes in the system have stored 
the first and second unique codes and the address 
of the directly connected forwarding nodes to en- 
able each network node, beginning with the first 
node, to transmit a message to the nearest directly 
connected network node from which is earlier 
received the second unique code identifying the 
receiver thereby creating a communication path 
coupling the message from the source to the re- 
ceiver; 

each node further including a forwarding node ad- 
dress storage table and a destination node address 
table; and routing logic connected to said forward* 
ing node and destination node address storage ta- 
bles for determining the shortest node route to the 
said second node communicating with the receiver; 
and 

means for indicating when the node destination is a 
single node, when it is a group of nodes, and when 
it is all possible nodes; and means in said routing 
logic responsive to said indicating means for rout- 
ing said data messages to those nodes necessary to 
reach said indicating node destination. 
12. A communication system of interconnected infor- 
mation networks in which data messages are routed 
between networks based on a non-hierarchical destina- 
tion address for a receiver of the data message that does 
50 not change when the receiver changes networks, the 
system comprising: 
a plurality of information networks; 
a source of, and a receiver for, a data message; the 
data message including a unique, fixed and un- 
changeable destination address identifying the re- 
ceiver to all of the information networks; 
each information network in the plurality of informa- 
tion networks having a message handling node; the 
message handling nodes interconnected for routing 
the data message received by one message handling 
node from the source to another message handling 
node in communication with the receiver; and 
each message handling node including means for 
compressing the destination code's value to an 
index for a memory storing a record of information 
with which to route the data message to a con- 
nected message handling node for eventual routing 
to the receiver. 
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13. The communications system of interconnected 
information networks according to claim 12 wherein 
the means for compressing includes means for arithmet- 
ically compressing the destination code's value. 

14. The communication system of interconnected 5 
networks according to claim 13 wherein the destination 
code is comprised of a predetermined number of symbol 
positions, each position having a symbol value. 

15. The communication system of interconnected 
networks according to claim 14 wherein the means for 10 
arithmetically compressing an index value is comprised 
of: 

memory for storing sub-index values in a look-up 
table, the look-up table having one bank for each l5 
symbol position and each bank having a cell in 
which to store a sub-index value corresponding to 
each possible symbol value; and 

means for combining the sub-index values for each 
symbol of the destination address into the index 20 
value. 

16. The communication system of interconnected 
networks according to claim 15 further comprising 
means for encoding a destination address into the mem- 
ory look-up table, 25 



,480 

28 

17. The communication system of interconnected 
networks according to claim 15 wherein the means of 
encoding a destination address is comprised of: 

means for counting the number of non-zero sub-index 
values in each bank of the memory and increment- 
ing the number by one; 

means for electronically calculating a sub-index value 
for each symbol in the destination address to be 
encoded, the means for electronically calculating 
multiplying a range value for a symbol position by 
the number of non-zero values stored in the bank 
corresponding to the symbol value plus one; and 

means for storing the sub-index value in a cell in the 
bank corresponding to the symbol value. 

18. The communication system for inter-connected 
networks according to claim 12 wherein each message 
handling node transmits to the connected message han- 
dling node a unique, fixed and unchanging source ad- 
dress identifying the source in all of the networks, the 
means for generating generates from, the source address 
an index value, and a node address identifying the con- 
nected node from which the source address was trans- 
mitted is stored in a memory at a location identified by 
the index value. 

**•**. 
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